
Cyber Survivor

The spirit of adventure awaits you on Cyber Island!
October is Cybersecurity Awareness Month ─ our time to enhance our cybersecurity skills and learn the 
different ways to guard against security threats while having some fun! With so much of our personal 
information being available at the tip of our fingers, we must learn about and take the proper security 
measures to protect our data.

To survive in the Cyber Landscape, we all need to be #BeCyberSmart!

After a series of wrong clicks, you find yourself stranded on a remote island known as Cyber Island! Cyber 
Island is a digital landscape filled with constant threats and lurking dangers, and you must undergo a series 
of tasks to escape the island while collecting 4 coveted badges along the way in order to claim the title of 
“Cyber Survivor”. As you navigate through Cyber Island, you must prove your knowledge of cybersecurity 
and implement security best practices to escape! Come along on this journey and earn the title of 
#CyberSurvivor! 

Social Engineering
In a digital world, skepticism is your armor

Perhaps one of the most popular ways for cybercriminals to breach accounts and gain access to information 
that doesn’t belong to them is through some sort of social engineering. Social Engineering is simply the act 
of manipulating, influencing, or deceiving a victim through some sort of social medium in order to gain 
control of a computer system or steal valuable information.

There are many different techniques that cybercriminals use for social engineering, and below are some of 
the most popular methods.

Awareness is a crucial aspect of having a successful game plan. Being able to spot certain flaws in something 
can give you the choice to avoid some dangerous consequences. With over 3.4 billion phishing emails sent 
out each day, it’s vital that you have the ability to spot one! What are some of the key characteristics? What 
can you do if you run into one? Take some time to review the Company’s Examples of a Real Live PHISH to 
get a good idea of what you may encounter, and how to act! 

Phishing
the use of email or malicious websites to 
solicit personal information by posing as a 
trustworthy organization. This is by far the 
most popular form of social engineering.

Password Management
Passwords: Longer is Stronger

Strong passwords and strong authentication are like keys to your personal home online. You should always 
follow best practices to help reduce the likelihood that cybercriminals can steal your passwords.

Passwords are not convenient, and they shouldn’t be. They are an important safeguard to keeping your 
information safe, so you should look to make your password as complex as possible.

Follow the industry standard below for creating strong passwords; no matter the account, all passwords 
should be created with these three words in mind.

A password manager is software created to manage all your online unique credentials like usernames and 
passwords. It stores them in a safe, encrypted database and also generates new passwords when needed. 
Some great options for password managers include 1Password, Bitwarden, and RoboForm.

Easily manage all your passwords.

• Long: at least 12 characters

• Unique: Never reuse passwords. Each account needs its own unique password.

• Complex: use a combination of upper and lower case letters, numbers, and special characters.

 Some websites will even let you use spaces.

Multi Factor Authentication
It takes more than just a password

Along with having a strong password, the use of Multi Factor Authentication is an extra step that is 
implemented to ensure additional security. As we all know, passwords can be guessed, stolen, etc., and 
so an extra layer of authentication is needed.

Multi Factor Authentication is simply an electronic authentication method where a user is required to 
provide two or more verification factors to gain access to a resource. So instead of just using a traditional 
username and password, you would add another authentication method on top of it which significantly 
reduces the likelihood of a successful cyber-attack.

Here at Globe Life, this is done with Duo, where employees receive a notification on their phone to verify 
a login attempt.

Multi Factor Authentication can be compared to the extra layers of security you add to your home. Any 
cameras or alarms could be viewed as your “Multi Factor Authentication” to go along with the locks on 
your door. With the use of Multi Factor Authentication, we create a more secure environment and stop 
unauthorized access to company systems.

Remote Work Best Practices

Social Engineering Password Management Multi Factor Authentication Remote Work Best Practices

Stay cybersafe while working remotely

With remote work becoming more popular after the COVID-19 pandemic, it is much more common 
for employees to be working hybrid or fully remote. Remote work best practices in cybersecurity are 
essential for preventing unauthorized access to sensitive company data from outside of the 
organization’s physical location.

There are may best practices that you should follow when working remotely, below are just a few.

Adhering to these practices not only protects company information but also maintains trust with clients 
and helps respond to the new cyber threats that come with remote work. Ensuring a resilient security 
posture in remote work environments is incumbent upon all of us.

• Create a strong password for your home Wi-Fi

• Proactively identify all participants in web conference meetings and calls

• Lock your PC and mobile device screens when taking a break

• Avoid public Wi-Fi when possible

• Use the company VPN

Links to a PDF
(chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://core.
globe.life/departments/information-security/pages/best-practices/n

ews/software-updates)

Links to a PDF
(chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://core.
globe.life/departments/information-security/pages/best-practices/n

ews/backup-your-data)

Links to a page on the CORE
(https://core.globe.life/departments/information-security/pages/pas

sword-management)

Links to a Workday YouTube video
(http://core.globe.life/departments/enterprise-security-new/quick-

links/example-of-a-real-live-phish.aspx)

Links to a YouTube video
(https://youtu.be/FZoB7yUGh7Y)

Links to a YouTube video
(https://youtu.be/XIlF2qkav5c)

Links to a YouTube video
(https://www.youtube.com/watch?v=n9yYprpKoKM)

Links to a YouTube video
(https://youtu.be/JlQovysQBn0)
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Stay safe online by being prepared
As with most things, preventing a cyberattack is easier than dealing with the fallout in many cases. By 
practicing some good cyber hygiene behaviors, you can stay on the trail headed to amazing internet 
experiences!

Globe Life Mission

Company Websites
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We help families make tomorrow better by working 
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cloud or an external 
drive (or both!) 

Antivirus software is 
worth it.

Update your 
software regularly 
(turning on 
automatic updates 
is easiest!) 

Stay safe online by being prepared
As with most things, preventing a cyberattack is easier than dealing with the fallout in many cases. By 
practicing some good cyber hygiene behaviors, you can stay on the trail headed to amazing internet 
experiences!

Globe Life Mission

Company Websites

GlobeLifeInsurance.com

GlobeLifeofNewYork.com

ESDGlobe.com

AILife.com

NILife.com

GlobeLifeLibertyNational.com

UnitedAmerican.com

GlobeLifeFamilyHeritage.com

GlobeLifeBenefits.com

We help families make tomorrow better by working 
to protect their financial future.

Social Media Policies

Etiquette Infographic

Social Media Guidelines

Social Media, Digital Asset, and
Trademark Policy

Lock down your 
login with strong 
passwords, a 
password manager, 
and multi-factor 
authentication.

Back up your data 
regularly to the 
cloud or an external 
drive (or both!) 

Antivirus software is 
worth it.

Update your 
software regularly 
(turning on 
automatic updates 
is easiest!) 

Stay safe online by being prepared
As with most things, preventing a cyberattack is easier than dealing with the fallout in many cases. By 
practicing some good cyber hygiene behaviors, you can stay on the trail headed to amazing internet 
experiences!

Globe Life Mission

Company Websites

GlobeLifeInsurance.com

GlobeLifeofNewYork.com

ESDGlobe.com

AILife.com

NILife.com

GlobeLifeLibertyNational.com

UnitedAmerican.com

GlobeLifeFamilyHeritage.com

GlobeLifeBenefits.com

We help families make tomorrow better by working 
to protect their financial future.

Social Media Policies

Etiquette Infographic

Social Media Guidelines

Social Media, Digital Asset, and
Trademark Policy

Lock down your 
login with strong 
passwords, a 
password manager, 
and multi-factor 
authentication.

Back up your data 
regularly to the 
cloud or an external 
drive (or both!) 

Antivirus software is 
worth it.

Update your 
software regularly 
(turning on 
automatic updates 
is easiest!) 

Stay safe online by being prepared
As with most things, preventing a cyberattack is easier than dealing with the fallout in many cases. By 
practicing some good cyber hygiene behaviors, you can stay on the trail headed to amazing internet 
experiences!

Globe Life Mission

Company Websites

GlobeLifeInsurance.com

GlobeLifeofNewYork.com

ESDGlobe.com

AILife.com

NILife.com

GlobeLifeLibertyNational.com

UnitedAmerican.com

GlobeLifeFamilyHeritage.com

GlobeLifeBenefits.com

We help families make tomorrow better by working 
to protect their financial future.

Social Media Policies

Etiquette Infographic

Social Media Guidelines

Social Media, Digital Asset, and
Trademark Policy

Lock down your 
login with strong 
passwords, a 
password manager, 
and multi-factor 
authentication.

Back up your data 
regularly to the 
cloud or an external 
drive (or both!) 

Antivirus software is 
worth it.

Update your 
software regularly 
(turning on 
automatic updates 
is easiest!) 

SOCIAL 
ENGINEERING

PASSWORD 
MANAGEMENT

MULTI FACTOR 
AUTHENTICATION

REMOTE  WORK 
BEST PRACTICES

Vishing
an attacker uses their voice in order to steal 
information or money from consumers 
using the telephone network. Often these 
individuals will act as customer support for 
big companies and attempt to trick you into 
telling them sensitive information.

Smishing
the use of cell phone text messages to lure 
consumers in, often the text contains a URL 
that is malicious or harvests your credentials.

Quishing
an attacker imbeds a phishing email with a 
QR code that targets employees. The QR 
codes redirect employees to a spoofed 
page where your credentials can be stolen 
if entered.
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